
TeliaSonera 
Responsible Business

Freedom of Expression 
and Surveillance





3

CEO statement: 

Freedom of Expression Policy
“As a leading provider of telecommunication services,  
TeliaSonera is a vital part of the social and economic infra
structure in the markets where we operate. TeliaSonera  
provides tools and services that can significantly promote  
freedom of expression, even in countries where such  
freedoms are so far limited.

However, these tools and services are subject to legislative,  
administrative, license or law enforcement requirements to 
which we are obliged to adhere, but which may impact an  
individual’s freedom of expression. Freedom of expression  
issues are often raised in relation to the development of  
telecommunications, including fixed and mobile tele
communications networks as well as the Internet.

As a company, we have an obligation to respect human 
rights under our Group Code of Ethics and Conduct, as well 
as under the United Nations’ Protect, Respect, and Remedy 
framework on business and human rights.

According to the TeliaSonera Group Code of Ethics and 
Conduct we aim to enable citizens to communicate and 
exchange ideas, and we strive to provide tools for the  
development of more open societies. Freedom of expression 
and privacy are at the core of our business. The right to 
privacy is often understood as an essential requirement for 
the realization of the right to freedom of expression.

We are aware of the fact that our power to ensure freedom 
of expression in markets where we operate is limited. We 
can make a long lasting difference only by collaborating with 
industry peers, governments, civil society including human 
rights experts, investors, supranational organizations and 
other affected stakeholders. TeliaSonera will communicate 
and engage with all these stakeholder groups on the  
principles set out in our Policy of Expression, while also 
promoting tthese principles actively in our own operations 
and business relationships.

With these actions we are better equipped to promote  
freedom of expression in all markets where we operate.  
I believe this is in and of itself a good thing for our customers 
and for us as a company. After all, we are in the business of 
providing means for people to express themselves.

Kind regards,

Johan Dennelind
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Telecommunications enable the exchange of ideas and access 
to information in a way that supports economic and social op
portunity, advances knowledge and increases openness and 
transparency. Telecommunications are also vital in times of 
crisis and can be a critical tool for governments to help protect 
public safety or security in certain exceptional circumstances.

    Freedom of expression and privacy 
     are at the core of our business.

TeliaSonera believes that the Internet should remain open  
and accessible to everyone.  As an Internet access and  
service provider we strive to offer our customers, including 
content and application providers, reasonable bandwidth 
capacity to be used without discrimination. TeliaSonera may 
restrict content that violates the service’s term of use, but  
we do not and will not engage in any form of discriminatory 
blocking or filtering. At the same time we will continue to  
actively participate in efforts to combat child sexual abuse  
images, spam, viruses and denial of service attacks, in order 
to protect our customers and networks.

Innovations in technology and the development of new  
networks and services have increased opportunities for  
communication and free expression. Technological changes 
have, however, concurrently been used by governments to 
expand government surveillance of communications. This  
has raised serious concerns related to freedom of expression.

TeliaSonera

Networks and 
services provide 
opportunities

“
”
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The right to freedom of opinion and expression is enshrined 
in the Universal Declaration of Human Rights (UDHR), article 
19, and the International Covenant on Civil and Political Rights 
(ICCPR), article 19.

 Everyone has the right to freedom of opinion and  
expression; this right includes freedom to hold  
opinions without interference and to seek, receive  
and impart information and ideas through any  
media and regardless of frontiers.

As a company, we have an obligation to respect human rights 
under our Group Code of Ethics and Conduct, as well as under 
the United Nations’ Protect, Respect, and Remedy framework 
on business and human rights. Where it is the duty of the State 
to protect the human right of individuals, it is the company’s 
duty to respect these rights. 

According to the TeliaSonera Group Code of Ethics and Conduct 
we aim to enable citizens to communicate and exchange ideas, 
and we strive to provide tools for the development of more 
open societies. Freedom of expression and privacy are at the 
core of our business. The right to privacy is often understood 
as an essential requirement for the realization of the right to 
freedom of expression.

Surveillance
All societies have laws and regulations on surveillance of 
communications. Most often these have been defined and set 
in place through democratic means, through parliamentary 
legislator power. Requests or demands from government 
regarding surveillance, based on these laws and regulations, 
often serve legitimate purposes such as the protection of 
certain human rights, but they may also be problematic in  
that they could conflict with other human rights.

TeliaSonera acknowledges concerns relating to legislative, 
administrative, license or law enforcement requirements  
which we are obliged to adhere to, but which may impact  
an individual’s freedom of expression. 

TeliaSonera

Duty to respect 
human rights

“
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Useful information 
on surveillance  
of communications
Governments and the authorities (e.g. Police, Security au
thorities, Customs) conduct various types of surveillance of 
communications (e.g. calls, SMS, email, surf), by imposing 
obligations on telecommunications companies in connec
tion with criminal investigations and national security issues. 
Government surveillance of communications can be classified 
into general categories, such as:

Requests from law enforcement authorities:

 > Realtime access to the content of communications 
(e.g. listening in to voicecalls) and access to  
historical content (e.g. checking what was written  
in an SMS)

 > Realtime access to traffic data (e.g. checking  
who is calling who, when and for how long)

 > Access to historical traffic data which the provider  
has stored or retained (e.g. checking who has called 
who and when and for how long)

 > Access to subscription data which the provider  
has stored or retained (e.g. checking who is the  
sub scriber of a certain telephone number)

 > Access to location information, i.e. access to  
information on the location of mobile terminals/
phones (e.g. from which block in the city is a  
call made)

Signals intelligence, i.e. intelligencegathering  
through analysis and processing of communication 
signals (e.g. the Swedish National Defence Radio 
Establishment)

Realtime access without requests, technical systems 
for more extensive monitoring of telecommunications 
(e.g. mass surveillance by national security authorities)

Shutdown, blocking or restriction of access  
(e.g. Shutdown of SMS communication, blocking  
of the full Internet or of certain web sites)

1

2

3

4
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Managing human rights related risk
Risk to freedom of expression and privacy are the most impor
tant human rights risks to manage for the telecom industry. 
The main risks include complicity in human rights violations 
following excessive governmental requests to the detriment 
of freedom of expression and privacy. International standards 
on human rights go beyond identifying and managing material 
risks to TeliaSonera itself, they relate to the risks to individuals.

Government monitoring or blocking or takedown requests 
often serve a legitimate purpose, including to protect human  
rights. However, there are also major and ‘problematic’  
government requests that might conflict with freedom of  
expression and privacy. TeliaSonera may be legally required  
to comply with such requests, and like other telecommuni
cations companies, we only have limited leverage with which 
to investigate, challenge or reject such requests. In some 
countries, this dilemma places TeliaSonera at a heightened 
risk of being linked to severe human rights abuses. These risks 
are further heightened in relationships with state entities and 
the fact that major requests often are strictly confidential. 
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On 5 December 2013 TeliaSonera’s Board of Directors adopted 
a Group Policy on Freedom of Expression in telecommuni
cations. The policy is, to the best of our knowledge, the most 
far reaching such policy in the industry. A couple of important 
elements in the policy are:

 ● All companies in TeliaSonera shall also adopt a “point of 
challenge” and make careful assessments of all major  
requests and demands that may impact the freedom  
of expression. The assessment includes, when and to the  
extent relevant; 

 > a legal assessment, 

 > an assessment to determine if the request or demand 
could have serious impacts on freedom of expression,

 > an assessment on how to interpret the demand as  
specifically (narrow) as possible,

 > a business impact assessment (e.g. risk for license,  
company assets, reputation), and

 > an assessment of any risks to the safety and liberty 
of company personnel.

 ● A strict escalation procedure for decision making is put in 
place to follow the policy. Formal decisions on the extent of 
compliance or refusal to comply with problematic requests 
or demands shall not be made at local company level,  
unless there are exceptional reasons. 

 ● TeliaSonera will advocate and argue for clear and  
trans parent legislation, engaging in dialogue regarding  
regulations that affect our business and our customers.

TeliaSonera

Actions to respect 
freedom of expression 
and privacy



9

We are aware of the fact that our power to ensure freedom  
of expression in markets where we operate is limited. We can 
make a long lasting difference only by working together with 
our industry peers. In 2011 TeliaSonera helped form an  
initiative, the ‘Telecommunications Industry Dialogue on 
Freedom of Expression and Privacy’, in which some ten of 
the industry’s leading companies take part. The freedom of 
expression policy TeliaSonera has adopted is largely the result 
of learnings in context of this initiative.

To promote freedom of expression globally TeliaSonera will 
also continue to collaborate with governments, civil society 
including human rights experts, investors, supranational 
organizations and other affected stakeholders. TeliaSonera will 
communicate and engage with all these stakeholder groups 
on the principles set out in this policy, while also promoting 
the principles actively in our own operations and business 
relationships.

With the new policy in place, we are better equipped to  
promote freedom of expression in all markets where we  
operate. We believe this is in and of itself a good thing for  
our customers and for us as a company. 

After all, we are in the business  
of providing means for people to  
express themselves.
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TeliaSonera has adopted the principles stated in this Policy in 
order to define our own standards for respecting freedom of 
expression. The principles apply in the context of requests or 
demands by governments or national authorities relating to 
the surveillance of communications, including restrictions on 
access to networks and Internet websites, signals intelligence 
etc.

In our daytoday operations we expect TeliaSonera employees 
to follow this Policy and apply its high standards consistently 
as part of our way of doing business. We will work towards the 
full adoption of these principles in all the operations in which 
TeliaSonera has management control. We will also use our 
influence to promote the principles in other companies where 
TeliaSonera has ownership interests.

TeliaSonera

Group Policy on 
Freedom of Expression 
in Tele communications
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This Policy defines TeliaSonera’s commitments in relation  
to requests or demands with potentially serious impacts  
on freedom of expression in telecommunications. 

Such requests or demands addressed to TeliaSonera  
may relate to:

 > targeted surveillance in exceptional cases

 > mass surveillance, where the authorities demand  
unrestricted realtime network access

 > shutdown of all or parts of a network

 > blocking or restricting access to specific services,  
Internet websites or content

 > blocking or restricting individual customers’ access  
to services or networks 

 > obligations to transmit mandatory communications  
issued by the government authorities

 > proposals for new laws or significant imposed  
operational changes

TeliaSonera

Group Policy on 
Freedom of Expression 
in Tele communications

1   Scope

In this Policy document the blanket 
term “surveillance of communications” 
is used to cover all these activities.
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TeliaSonera does not engage in the politics of the countries  
in which we operate. We do not comment on politics or  
make political statements when representing our company.  
How ever, TeliaSonera does engage in dialogue regarding 
regulations that affect our business. TeliaSonera has there
fore adopted the following principles in relation to requests 
or demands with potentially serious impacts on freedom of 
expression in telecommunications. These principles apply to 
the extent that they do not place TeliaSonera in violation of 
domestic laws and regulations, including license requirements 
and legal restrictions on disclosure.

1. We advocate clear and transparent legal provisions  
on proportionality and necessity for all government  
surveillance of communications. Vague, nontransparent 
and broadly conceived legal provisions are not appropriate 
when freedom of expression is at stake. 

2. We argue that all government surveillance of communi
ca tions should be conducted under the supervision of a 
court or some other independent judicial body. This will 
help to ensure transparency and accountability in relation 
to requests or demands made by governments.

3. We advocate that governments should not have direct  
access to a company’s networks and systems. The  
company should retain operational and technical control. 

4. We will encourage governments to be transparent about 
their use and scope of surveillance of communications. 
We will report transparently on TeliaSonera’s efforts in  
relation to surveillance of communications. We will  
inform stakeholders about major events whenever  
this is appropriate and legally permissible. 

5. We will actively seek to provide products and services that 
can contribute to our customers’ freedom of expression.

6. We will always strive to act in the best interest of our 
customers and the company. Risks relating to freedom 
of expression are integrated into our risk management 
processes.

7. We will comply with requests or demands relating to 
the surveillance of communications only to the extent 
required by law, including binding regulations and license 
requirements. We will also argue that all such requests or 
demands are submitted in writing and are signed by the 
appropriate government official.

2   Principles
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8. We will enhance internal decisionmaking so as to  
efficiently determine whether a request or demand 
could be in conflict with international standards of  
human rights because of serious impacts on freedom  
of expression. Where such impacts seem to exist, we 
will pursue all available lawful and feasible measures 
to avoid compliance, and/or minimize any negative 
impacts on freedom of expression. If in doubt, we will 
always treat requests or demands as potentially having 
serious impacts on freedom of expression. Whenever 
governments demand realtime network access we will 
make high level reviews (e.g. at Group CEO level). We 
will also regularly review existing demands of this kind.

9. We will define clear criteria, processes and responsi
bilities for assessing and determining the likelihood  
and seriousness of impacts on freedom of expression 
whenever we receive requests or demands relating to 
the surveillance of communications. We will provide 
guidance for the relevant personnel explaining how they 
should interpret and react to such requests or demands. 
We will also conduct training on such issues for staff 
within key functions and for our technical specialists.  
We will prioritize awarenessraising and training in  
national contexts where risks to freedom of expression  
are greatest. These criteria, guidance and training  
processes will be regularly reviewed.

10. We will always prioritize the safety and liberty of  
company personnel who may be placed at risk  
when applying this Policy. 

11. We will engage actively with other companies to share  
our experiences and identify best practices in our field, 
also utilizing guidance from the UN, the EU and other  
supranational organizations. We will also strive to  
provide accessible, secure and independent  
grievance mechanisms. 

12. We will issue a Group Instruction on how to implement 
this Policy and how to handle requests and demands in 
relation to surveillance of communications. 
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The TeliaSonera Group will ensure that sufficient organiza tional 
resources are allocated to ensure the proper implementation of 
this Policy. Corrective measures will be taken when necessary. 

Employees are encouraged to report any violations of this 
TeliaSonera Group Policy on Freedom of Expression in Tele
communications. Cases of misconduct can be reported using 
the Group’s whistleblowing function. 

Employees may also freely contact their immediate superiors 
or any member of the local executive management or the Telia
Sonera Group General Counsel. Regardless of the reporting 
channel used, all allegations of potential violations of this Policy 
made in good faith will be swiftly, fairly and comprehensively 
investigated with the necessary internal or external assistance.

3   Compliance and handling 
         of infringements
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TeliaSonera supports international standards on human rights. 
Our principles are based on internationally recognized laws 
and standards for human rights, including the Universal  
Declaration of Human Rights, the International Covenant 
on Civil and Political Rights (ICCPR) and the International 
Covenant on Economic, Social and Cultural Rights (ICESCR). 
They are also guided by the OECD Guidelines for Multinational 
Enterprises and the United Nations’ Protect, Respect, and 
Remedy framework on business and human rights.

Freedom of expression is a fundamental human right derived 
from the inherent dignity of all persons.

The primary purposes of this Policy are to reduce human rights 
risks, and to ensure that our customers will feel confident that 
TeliaSonera will, whenever possible, respect and safeguard 
their freedom of expression when we receive requests or 
demands from governments in relation to the surveillance of 
communications. 

Through this Policy we aim to anticipate, address and minimize 
any potential impacts on freedom of expression that may 
arise when governments make requests or demands that are 
unlawful, or where governments or national authorities are 
believed to be misusing products or technology in violation 
of the huma n right to freedom of expression.

The latest version of this TeliaSonera Group Policy on  
Freedom of Expression in Telecommunications is published  
on www.teliasonera.com

4   Context

This Policy is based on the TeliaSonera 
Group Code of Ethics and Conduct 
(see www.teliasonera.com)




